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This guide aims to provide practical answers to data management
questions frequently asked by IT developers. It does not aim to be a
comprehensive training material for the IT sector, which would not be
possible within such a short publication. \We hope that this material will
contribute to raising awareness of data management issues in general
within the IT sector, and especially of personal data management, which
presents a convergence of reasoning with Intellectual Property (IP) rights
management. The information provided in this document only concerns
European specificities on data management with a focus on the
regulation of personal data.

9
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This guide has been prepared by the Intellectual Property Institute
Luxembourg (IPIL G.I.E.), a consortium partner of the TETRA project,
which is funded by the Horizon 2020 programme of the European
Union under Grant Agreement No. 825147.

The opinions expressed in this document are the sole responsibility
of the author and do not necessarily represent the official position

of the European Commission. Reproduction and translation for
non-commercial purposes are authorised, provided the source is
acknowledged and the publisher is given prior notice and sent a copy.
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Hﬁ@?@@ﬂ@@@i@ﬁ As developers, you create and develop IT tools to meet identified

needs. These tools need data as input and generally produce new
data as a result. The aim of this guide is to enable you to acquire
good practices to increase compliance with data protection
requirements, and especially with personal data under the EU
General Data Protection Regulation (GDPR).

The GDPR provides a framework to protect European citizens from

the processing of personal data and gives them maximum control

over their digital information. The GDPR does not hinder the

processing of personal data, but aims to ensure compliance with
O certain conditions.

Regulation (EU) 2016/679 on the protection of natural persons with regard to the processing of personal data and the free movement page 1
of such data (General Data Protection Regulation - GDPR). Can be accessed here.


https://eur-lex.europa.eu/eli/reg/2016/679/oj

[AcrocUccom

9
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The GDPR applies to any organisation, public or private, that processes
personal data on its own behalf or on behalf of another entity, as long as it
is established on the territory of the European Union, or if its activities
directly target EU residents.

Unlawful data processing can have serious implications for the lives and
rights of the individuals whose data is processed. For this reason, the
principle of accountabillity, which involves demonstrating data protection

compliance, must be at the core of every data processing activity.

If you are processing personal data, you are responsible for this processing,
the reasons why you do it and the way you do it. This means you need to
make sure not only that you comply with data protection laws, but that you

can demonstrate this compliance.

page 2



[AcrocUccom

9

—— business.ngi.eu

1

One way to demonstrate compliance is to document all processing
operations that you undertake. Depending on the level of risk this
processing entails for individuals, you may be subject to additional
documentation requirements.

The purpose of this guide is to help you integrate these core
principles into your IT development work, in the smoothest and
most practical way possible.

Its focus Is on personal data as an individual element influencing IT
development and how to manage this type of data, especially in the
context of EU-funded projects.

page 3
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Below is a list of key terms2 used in the GDPR terminology and in this guide.

€Y,

T -
— SIEIE =
FE RIS S - =

BN

Data Dataset Database

/’ Information in an electronic form Collection of separate sets Structured set of data held in a

that can be stored and used by a of information that is treated computer, especially one that is

computer. In computing, data is as a single unit by a accessible in various ways.

the representation of information computer.

In a program.

0 1
\

2. Definitions are taken from the Cambridge Dictionary, the Oxford Language Dictionary and Regulation (EU) 2016/679. page 4
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Personal data

Under the GDPR, personal data
Is any information relating to an
identified or identifiable natural

person, directly or indirectly.

Data subject

Natural person identified or

identifiable by personal data.

—— business.ngi.eu

02

Processing

Any operation or set of
operations which may or
may not be carried out by

automatic means.

page 5
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Data controller

Person or entity that
determines the purposes
and means of the processing

of personal data.

N

Data processor

Person or entity that
processes personal data on
behalf of the controller. The
data processor can be a

controller at the same time.

—— business.ngi.eu

Pseudonymisation
Processing of personal data

in such a way that the personal
data can no longer be attributed
to a specific data subject
without the use of additional
information, provided that such
additional information is kept
separately and is subject to
technical and organisational
measures to ensure that the
personal data is not attributed
to an identified or identifiable

natural person.

page 6
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KBV
GERRS

N

N\
0 Anonymous data Consent of the data subject
Information that does not relate to an Any freely given, specific, informed and
identified or identifiable natural person, unambiguous indication of the data
or personal data that has been rendered subject's wishes by which he/she, by
anonymous in such a way that the data a statement or by a clear affirmative
subject is not or no longer identifiable. action, signifies agreement to the
/l processing of their personal data.

page /
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Protecton
efclaitta

We generally hear about legal
protection, i.e. protection through
legal means. However, there is no
law that protects everything, and
everything cannot always be
protected.

Protection is not only about protecting
a product as a whole. It is also about
protecting each of its components.
You are free to choose whether you
want to protect your own creations

or not. However, you must respect
third-party rights, especially when

you reuse third-party elements.

9
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A work might be subject to several
protected rights belonging to
different right holders. For instance,
In the case of databases, there
might be rights related to the entire
database structure belonging to
one right holder, and separate
rights related to the content of the
database belonging to other right
holders. As a result, the different
rights need to be reconciled.

page 8



Privacy and Intellectual property

0 1 It is important to not confuse Intellectual Property (IP) rights that apply to data
= with personal data protection. Although both types of rights may apply to a same

7 bject, each has a different purpose: IP protects the creation and the creator, while
U ﬁ ODJeCt, purp e ,
@F@@@@E@ @ personal data protects physical persons.
eiifclSitS

Entire database Individual elements

Author of the database
person choosing or conceiving Holder of copyrighted content
the arrangement of the database

Database producer

Personal data : :
person who takes the : Note: The items in blue concern
C ) : (related to data subjects) ) ) :
initiative and investment risk intellectual property”, the item in red
y L concerns “personal data regulation”.

Figure. IP vs. personal data, example of a database

TETRA —— business.ngi.eu
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Protecton
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9

/’

In order to determine the protection and obligations that might apply, it
is necessary to identify the applicable right(s) through an element-by-
-element approach for each part of the project.

This requires an analytical effort to identify the different elements that
can be protected and valued. One way to do this is to implement agile
development methods.

It is necessary to separate all the elements of the project: the product,
the process, the business model, the communication elements, the IT
tools (programs, databases, etc.) and, regarding the GDPR, to adopt a
project management approach that makes the person concerned (data

subject), as the client (or user), the main driver of the development team.

—— business.ngi.eu
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WisrSitlS
oerscnal
catta?

The notion of "personal
data’ is to be understood
in a very broad way.

Any information directly
or indirectly related to an
iIdentified or identifiable
natural person is personal
data.

4 —— business.ngi.eu

—
Ay

 professional data * location, behaviour/
(salary, etc.) consumption

* private data
(e.g. ID number,
IP address, finger
prints, etc.)

» sensitive data
sensitive data (e.g.

= N g health information,

political opinion, sexual

orientation, etc.)

* identification
by correlation

_

Figure: Personal data surrounds us (data examples are not exhaustive)

page 11
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O2.

WWIAET IS
E@@F@@H@H » the name of a person together e income from work or another

with their telephone detalls or source

Examples of personal data:

@@E@@? iInformation about their working  personal assets
conditions or hobbies * [P address — be it static or
- a list of participants (first and last dynamic
names) in a meeting * an academic examination
* an address paper, etc.
« workers’ holidays, breaks or rest
periods

page 12
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O2.
Personal data is not only digital data: it can be hand-written

Wh@@ ﬁ@ information, an image, a voice — as long as it allows a person to
be identified.
oerscnal

@@@@@ Among personal data, some is considered to be particularly “sensitive”
. and subject to specific processing conditions (consent, security, etc.):

 data revealing racial or ethnic origin, political opinions, religious or
philosophical beliefs,

 trade union membership,

e genetic data, biometric data processed solely to identify a human being,

 health-related data,

« data concerning a person'’s personal life or sexual orientation.

() 1

page 13
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WisrSitlS
oerscnal
catta?

|ldentification is direct when it is directly and precisely
linked to a person (e.g. surname, first name).

Identification is indirect when the information does
not make it possible to identify the person concerned,
but the identification can be achieved by combining
this data with other data.

—— business.ngi.eu
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WisrSitlS
oerscnal
catta?

Example

In order to identify the person who consulted a web site, the dynamic
IP address must be combined with the date and time of connection

or with additional information held by the network access provider.

In this case, the information used to identify the person can be qualified
as personal data. It does not matter whether or not all the information
facilitating the identification of the data subject is in the hands of one
entity. It is sufficient that this indirect identification is possible, including
with the support of additional information or an identification technique
held by a third party.

This might lead in practice to the presumption that any data is personal
data or likely to become so.

/’

—— business.ngi.eu
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03. Data is considered to be anonymous when

it cannot be (re-)identified. Anonymous

Aﬁ@ﬁymﬁg@@ﬂ O data is not considered to be personal data.

oseuUclarvmisea pronymous s (0 The processing of anonymous data

= therefore does not have to comply
@@E@@ - with the GDPR.

Pseudonymised data . _ .
In practice, several techniques exist

O to anonymise data, some of which may

' have shortcomings. For this reason, data

controllers implementing anonymisation

techniques should regularly analyse the

/l Inherent risk of re-identification by
assessing the severity and likelihood of
this risk on a case-by-case basis.

Uncoded data

page 16
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ANaeaVviniSccleis
pSEucleonViniSeEl
catta?

Pseudonymised data is personal data. Pseudonymisation is

a security measure that controllers can use so that personal
data can no longer be attributed to a specific data subject
without using additional information that is separately stored
and protected.

Encryption or hashing of personal data, for instance, are
considered to be pseudonymisation, not anonymisation.

The use of pseudonymised data reduces the risk for data
subjects and contributes to compliance with the GDPR.

Note that pseudonymisation operations amount to personal
data processing.

—— business.ngi.eu
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GevloEalEiem

If | use an external service provider to neutralise the last bytes of
the IP addresses, am | processing anonymous or pseudonymised data?

Geolocation data is considered to be personal data if it directly or
indirectly allows the identification of a person. Because of this, an IP
address — be it static or dynamic — is considered to be personal data.

A location at the level of a city, region or country without using the IP
address in its entirety is considered to be pseudonymised personal data.

When neutralising the last bytes of an IP address (e.g. the last 2 bytes), it
cannot be said that anonymous data is produced. However, it can be said
that the processing of personal data is minimised (1) if we do not intend to
re-identify individuals; and (2) if we take the necessary measures to limit
the risk of re-identification by third parties who might gain access to this
data, either legally (partnerships, contracts, etc.) or illegally (data leakage,
hacking, etc.).

—— business.ngi.eu
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GevloEalEiem

0

If you intend to subcontract the processing (e.g.
collection) and/or pseudonymisation of IP
addresses, it is necessary that the subcontractor

contractually commit to complying with the GDPR.

It is the responsibility of the ordering party to
provide clear indications to the subcontractor
justifying the purpose of the data processing.

—— business.ngi.eu
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Processing of personal data” is
;@@F@@H@H @@E@@ an operation, or set of operations,

= applied to personal data,
;@F@@@@@Hﬁ@? rggF;rdless IZf the process used
(collection, recording, organisation,
storage, adaptation, modification,
retrieval, consultation, use,
’\ communication by transmission,
@] dissemination or any other form

of making available, matching).

0

—— business.ngi.eu

Example

Keeping a file of customers,
collecting contact details of
prospective customers via a
questionnaire, updating a file of
suppliers, etc. are considered to
be processing of personal data.

page 20
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WisrSitlS
oEersonal catca
orocesslng?

\

0

With respect to the data life cycle, each stage is
also deemed to be processing of personal data.

Note that personal data processing does not
necessarily have to be computerised: paper files
must also be treated and protected under the
same conditions.

—— business.ngi.eu

page 21
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~N— )
/—\‘ Collection
New use - Collect/acquire data
05 « Re-examination of data  Create data
=

WisrSitlS o /
oEersonal catca |

;@F@@@@@ﬁﬁ@? ottes Organisation processing

* Check, validate, clean data
e Describe data
« Manage and store data

L
I

@H}

 Dissemination

: ~1 &

EZN
Preservation & Storage Analysis
. Cc.>nve.r3|on * Interpret data
« Migration * Matching
- Completion « Generate results
» Storage and backup
 Deposit -
 Archiving

Figure: An illustration for “personal data life cycle management”

page 22
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WIRBTE ard Tné
copcitieonShics
orocessing
oersochnal cdata?

/

—1

0

3. For more information about the data protection rules, you can also refer to the EU website here.

Any processing of personal data must be
lawful, fair and transparent. These principles
start with an obligation to provide to the data
subject information on the existence and
conditions of the processing of personal data,
and are closely linked to the data controller’s

specific purpose for personal data processing.

The data must be accurate, proportional
and relevant.3

—— business.ngi.eu
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https://ec.europa.eu/justice/smedataprotect/index_en.htm

06.

WIRBTE ard Tné
copcitieonShics
orocessing
oersochnal cdata?

[ <
= 4l
A l
Accountability Purpose

D)

fairness and

Security o transparency
& BB
a B
: e /] Data
Limiting =8\ minimisation

retention

Accuracy and
updating

Figure: Conditions to process personal data

—— business.ngi.eu
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/l Processing personal data in a lawful, fair and transparent manner

0O6.
In order to comply with GDPR, personal data must be collected,
Wh@t@ SligE @h@ stored, used and transferred in good faith and in a manner that is

@@ﬂ@ﬂﬂ@ﬂ@ﬂ@ f@[ﬁ transparent to the data subject.
;@F@@@@@Dﬁ@ Direct collection without the consent of the person concerned is

prohibited beyond the specific purpose clearly notified to the data
;@@F@@ﬁ@ﬂ @@@@? subject.# For example, where consent to the collection of Wi-Fi
network identifiers (SSIDs), MAC addresses of Wi-Fi routers and
Wi-Fi connection data is obtained for the stated purpose of
“optimising geolocation services offered by a company to its
/’ customers”, this consent does not mean that the data can be used
for other purposes, such as, for example, “obtaining information on

0 the content of messages”.

4. See section 7. “Do | have a specific purpose?” page PAS)
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WIAEE are TN
conaldens rar
orocessing
oersochnal cdata?

1

0

In addition to the fact that personal data processing
must be done in a fair and clear manner, that
processing must also have a legal basis and the data
subject must be informed about that legal basis.

For example, if there is a legal obligation for the police
to collect address data to send traffic fines, the data
subject cannot oppose this collection however the
police must inform the data subject that such data
collection is required by law.

1

—— business.ngi.eu
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06.
Collection of personal

Wh@{@ SR data with a clear purpose
e conaetens
f@ﬂﬁ E@F@@@@@ﬁﬁ@ Personal data must be

collected for specified,
E@@F@@H@H @@@@? explicit and legitimate
purposes and may not be
further processed in a
way that is incompatible
with those purposes.

Applying the data
minimisation principle

It is Important to collect
as little persona data

as possible and to only
process the data that is
necessaryto fulfil the
purposes you have

identified.

—— business.ngi.eu

Ensure that data is accurate
and kept up-to-date

Incorrect data should be
corrected or deleted without
delay, and must be kept for
the minimum amount of
time necessary for the
purpose of the processing.

0

page 27
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The description of the purpose of the data processing is a key step, as it is
the basis for the compliance of the processing.

Why is personal data being processed? For what purposes?
A data processing operation must have an objective, a purpose!

* The GDPR does not allow personal data to be collected or processed
for an unlimited period. A defined period must be provided for those
operations.

e Each data processing operation must have a purpose, which must be
lawful and legitimate in relation to the project and to the stage of the data
life cycle.

* The purpose must be specified, explicit, legitimate and be determined
In advance.

/’

page 28
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Therefore, the data controller must

find a basis for the processing: >

* based on the consent of the data
subject,

* necessary for the performance
of a contract to which the data
subject is party,

* necessary for compliance with a
legal obligation to which the
controller is subject,

* necessary to protect the vital
Interests of the data subject or of
another natural person,

» necessary for the performance of a

task carried out in the public
Interest or in the exercise of official
authority vested in the controller.

—— business.ngi.eu

Example

Collection of customer information
to make a delivery, issue an invoice
or offer a loyalty card constitutes
processing of personal data for
customer management purposes.

9. Necessary for the purposes of the legitimate interests pursued by the controller, unless the interests, freedoms or fundamental rights of the data subject prevail. page 29



Definitions

08.

RlgAts ar dne
ceita SU9BeETt

Ol1.

O Right to information
The right to obtain transparent
/’ and fair information throughout
the life cycle of the processing of
one’s personal data, including the

provision of information in response
’ to requests to exercise other rights.

6. The definitions are extracted from [1], [8], [9], [10], [11], [12], [13], [14].

O2.
N

Right of access

The right to be informed of the
personal data processed by the
controller, to be given access to
the data or to receive a copy of
the data.

—— business.ngi.eu

Below is a list of the rights of the data subject and their definition.6

03.

Right to rectification

Right to correct inaccurate data
about the person (e.g. wrong
age or address) or to complete
data (address without flat
number) in connection with the

purpose of the processing.

page 30
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RlgAts ar dne
cefita SU9BeETt

04.

Right to erasure

("right to be forgotten")

The right of any person to obtain
/’ the deletion, as soon as possible, of

personal data concerning him/her.

0S.
N

Right to limitation

of processing

Right to obtain that his/her data is
no longer processed beyond their
lawful/consented conservation
period or without the consent of

the data subject.

—— business.ngi.eu

06.

Right to data portability

The right of any data subject to recover
personal data relating to him or her,
which he or she has provided to the
controller, in a structured, commonly
used and machine-readable format, or
to have such data transmitted directly
to another controller (e.g. customer file

history, patient’s file, customer history).

page 31
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RlgAts ar dne
cefica SU9BeETt

Right to object

Right to object to the use of his/her data

by the controller for a specific purpose,

provided valid reasons are given relating to
\ his or her particular situation (except in the

case of commercial prospecting, where no

/’ reason is required).

() -1
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O8.
N

Right not to be subject to

a decision based exclusively

on automated processing

Right to be informed in advance of the
existence of algorithmic decision-making and
to be able to know the logic of the processing
or even in some cases to obtain human
Intervention by the controller. Right of user to
express his/her point of view and to contest

the decision taken in his or her regard.

page 32
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RlgAts ar dne
ceita SU9BeETt

—— business.ngi.eu

It is not only a question of providing information to the data subject,
but also of improving the quality of the content of his/her information,
in accordance with the principle of transparency and fairness.

The information must be accessible, understandable and up-to-date.

If there is any amendment on personal data (e.g. rectification in his/her
“shopping interests” or deletion of his/her data on “car ownership”), this
change must be reflected in the collected data, and the data subject must
be informed about these updates to his/her information accordingly. The
data controller must ensure that the data subject can access, modify,
delete etc. his/her personal data.

The appropriate time for transmitting the information and the form in which
the information is provided must be assessed on a case-by-case basis,
considering the life cycle of the personal data, the type of services or
products offered, and even the characteristics of the data subjects, taken
as a group.

page 33
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Information on data processing

08' The main principles governing the provision of information on personal data

0 processing are that the following must be provided:
RlgAts ar dne
I - Information to the data subject at the time of data collection (e.g. informing
elta Sl

the data subject when filling in an online questionnaire with contact details).

 Information on data obtained from other sources within a reasonable time

(maximum one month).

* Prior information in case of onward transfer for a purpose different from the

\ Initial purpose.
- Such additional processing must be subject to specific prior
Information to the data subject, collectively and individually. This prior
Information obligation applies whether or not the data is collected
/’ from the data subject or not. The reasonable time limit must be
assessed in light of the context, and in particular the risks to the
rights and freedoms of the data subject associated with the transfer.
The higher the risks, the longer the period should be.
0 * Prior information in case of future updates.

page 34
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08.

@U@h{@@ @f {Qh@ The information to be provided must be clear and concise, while
= being precise and adapted to the target audience, particularly
ceita SU9BeETt

children.

The data controller is encouraged to provide this information
through several channels that can be complementary, such as SMS,
emails, QR codes referring to dedicated pages, etc.

Access to the information must be free of charge except in case of

abuse on the part of the data subject (e.g. constantly requesting
/’ data access, etc.).

page 35
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RlgAts ar dne
cefica SU9BeETt

Specific derogations in cases
where data is not collected from
the data subject

In cases where the controller is unable
to provide the above information to the
data subject, or where doing so would
require disproportionate efforts which
would seriously compromise the
achievement of the objectives of the
processing, it is up to the controller

to show either that it is absolutely
Impossible to provide the information
or that the effort required would be
disproportionate.

* e.g. processing for archival purposes
In the public interest, for scientific or
historical research purposes or for
statistical purposes.

—— business.ngi.eu

Example

Processing for historical purposes

of data concerning 20,000 persons,
collected 50 years ago, which other
researchers would like to continue to use.

9

/’

page 36
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08. Deletion obligations

RlgAts ar dne . | |
. There are some obligations regarding the conservation of personal data.
@@E@@ @Mbj@@{@ Such data must not be kept for an unlimited time and must be deleted’

in the following situations:
 data is no longer necessary for the purposes of the processing,
« withdrawal of consent and lack of any other legal basis for processing,
« exercise of the right to object and lack of compelling legitimate grounds
for further processing,
 unlawful processing of data,
« compliance with a legal obligation,
\  data collected online from minors.

-1 O ~

/. Note that data deletion is considered to be data processing. page 37
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0
O9.

Lizolty andl

@@m[@ﬂéﬁ@@ The principle of accountability is a cornerstone of European data
protection law. This principle sets out two main categories of obligations
for actors (data processor, data controller, data subject, etc.), which are
then broken down into a series of general obligations applicable to all, and
specific obligations that actors must fulfil in certain situations.

The principle of accountability requires that actors establish a method
to effectively ensure the adoption of compliance measures.

-1 O ~

page 38
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O9.

Lﬁ@bﬂﬂﬁf@y @ﬁ@] Data flow documentation
conmmplianca

The data controller has to have an overview of /’
the data processing flow and the data flow has
to be documented?8

The following table presents the different steps

/ in data flow documentation, with the different
actions to be performed.

8. Some data flow diagram examples can be consulted here or here. page 39



https://sparxsystems.com.au/enterprise_architect_user_guide/14.0/guidebooks/tech_data_flow_diagrams.html
https://www.researchgate.net/figure/The-GDPR-Data-Flow-3_fig1_325681051

Steps to follow according to the GDPR

Developing and maintaining a record

O9.

Lsolicy ana
conmmplianca

of activities

Conducting risk analysis

0 Description of operations

Necessity and proportionality
Technical and organisational measures

—— business.ngi.eu

Example measures to undertake

Record of processing activities that leads to the creation of an
inventory of the data processing and provides an overview of
what is done with the personal data.

Format:

* Written or electronic

« Constant updating

« Data retention: limited periods (recommendation: 5 years)

Where data processing is likely to result in a high risk to the
rights and freedoms of natural persons, the controller should
carry out a privacy impact assessment (PIA).

A PIA can also be useful to assess the data protection impact
of a technology product, for example a piece of hardware or
software, where this is likely to be used by different data
controllers to carry out different processing operations.

In cases where it is not clear whether a PIA is required, it is
recommended that a PIA is carried out nonetheless as it is
a useful tool to help controllers comply with the GDPR.

page 40
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09 Protecting data by design The data controller should take data protection into account at
L the early stages of planning a new way of processing personal data.
In accordance with this principle, a data controller must take all

Lﬁ@bﬁﬂﬁ@y @ﬁ@ﬂ necessary technical and organisational steps to implement the

data protection principles and protect the rights of individuals.

@@ | | | [@Hﬁ@m@@ These steps could include, for example, using pseudonymisation.

Protecting data by default The data controller should always make the most privacy-friendly
setting the default setting. For example, if two privacy settings are
possible and one of the settings prevents personal data from being

0 accessed by others, this should be used as the default setting.

Duty to inform (fairness principle) Duty of the controller to pro-actively inform the data subject,
In a concise, understandable and easily accessible manner. Such
Information should be in writing or by other means, including
electronic means.

Ensuring data quality The data should be readable and kept updated.
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Taking security measures

O9.

Lsolicy ana
conmmplianca

Protecting data when working with
third parties (e.g. subcontracting,

O in partnerships, auditing, etc.)

—— business.ngi.eu

Objectives:
« Authenticity, integrity and confidentiality of data
 Avoid loss, destruction, accidental damage

Definition of security measures according to risk,
nature and volume of data.

Consider the state of the art and costs.

Use technical operations such as encryption and
pseudonymisation.

Requirement for an agreement between joint controllers:
This agreement must specify the respective responsibilities
of each of the joint controllers.

Requirement for a binding act specifying the relationship
between controllers and processors. This act must define
*[...] the purpose and duration of the processing, the nature
and purpose of the processingthe type of personal data and
the categories of data subjects, and the obligations and rights
of the controller”.

Obligation to cooperate with supervisory authorities: The

controller and the processor must respond to requests from
the authorities. Failure todo so is penalised through sanctions.
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O9.

LiEaelity ana
O Appointing a data protection officer (DPO) Mandatory for public bodies and certain private bodies whose
@@D D [@HD@ D@@ core business involves large-scale processing of sensitive data

or data allowing regular and systematic monitoring of individuals
(this type of processing is determined by law or on a
case-by-case basis).

The DPO can be internal or external (e.g. lawyer). The DPO
must be able to act autonomously (hierarchically, technically,
O financially, etc.), and must be exempt from conflicts of interest.

Missions
« Advise the company on data protection and training

« Cooperate with the supervisory authority
 Constitute a contact point for data subjects
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ClocUrrneneacion

The questions and methodology presented in this guide should be
considered at each stage of the project, in the context of the data
life cycle.

The notion of global data management is very important:

It provides for a comprehensive approach while also specifying
precise information for each element of the project. In this

context, a data management plan, completed and linked to specific
documentation for each element (register of activities, PIA, register of
licence agreements, etc.), makes it possible to establish a connection
between the developers and the lawyers working on the project.

—— business.ngi.eu
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New use /\A

« Re-examination of the results/data et
- Teach and learn ; ection |
» Respect the re-use licence " bata managgment pian
* Internal existing data
H

o « Collect/acquire data
Glooal cetta . /

MManagenmentc anagl

e Dissemination

@]@@Mm@ﬁ@@@ﬁ@m - Define data access rights: Data Life

- Level of openness (from

[l

exclusively internal use to Cycle Organisatic?n processing
- Conditions of data use: Management ’ Check., validate, clean data
choice of a reuse licence * Describe data

« Manage and store data

79
/

0 —oJo— * Interpret data
. » Generate results
Preservation & Storage « Matching
 Possible protection by IP

» Convert data into the best format
» Migrate data to appropriate media
« Complete documentation /
 Store and backup data

* Deposit data in a repository

. : : : » Archive data for the long terma
4 Figure: A general illustration of a data life cycle

page 45



10.

GClooal cErs
nmanagenment ana
ClocUrrneneacion

0

1
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Particulars of access & sharing in European projects

European projects are generally subject to an obligation to share
results under an open licence. One point requiring attention is to
check the type of licence and whether the open licence concerns
the intellectual property developed and/or used in the project
(background and results), or whether it affects the processing

of the data.

In the framework of such projects, the use of tools such as a data
management plan makes it possible to coordinate and reconcile
the simultaneous application of various legislations, which can
be complex.?

/’

9. You can find further information on how to manage data protection and open licences in European projects here. page 46


https://data.europa.eu/sites/default/files/open_data_and_privacy_v1_final_clean.pdf

Is it personal data?

Anonymous data

No Yes

Pseudonymised data

GDPR not applicable

Do | have a specific purpose?

Uncoded data

What kind of data?

non sensitive

sensitive

No

Yes

to be redefined

Decision tree on personal data
protection management

The data protection management rules
and measures set out in this guide are

summarised in this diagram:

Legal basis:
consent, legal
obligation,
public interest

Is the collection and storage of data necessary?

Do | collect as little personal data as possible?

Can | work with anonymous data instead?

Is my architecture designed to be GDPR compliant?

Do | have appropriate security measures?

Is my record of processing complete?

Do | have a DPO?

\[¢}

Yes

No

Yes

No

Yes

\[¢}

Yes

No

Yes

No

Yes

Yes

No

Anonymisation or deletion of data

To be redefined

Can | work with e

coded data instead
seudonymisaton)?

(p y ) o

—— business.ngi.eu

Anonymous data

Pseudonymised data

To be redefined

To be redefined

To be redefined

Justified?

Uncoded data
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